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Introduction
Technological advancement, though, has led to the rapid development and transformation of our lives. It does bring about significant challenges specifically related to security that increase the overall threat. One of these technologies that is said to pose a critical challenge for the future is quantum computing, which provides hackers with a lot of processing power that would allow them to decrypt messages, hack bank accounts, transfer money at will, and spy on corporate networks which would all have a negative impact on trust in digital platforms [1], [2]. Thus, there is a need to ensure safety and security, and the tool that is used for securing communication and data is cryptography, which makes use of codes or algorithms that ensure that only those who have the right key to decrypt the message have access to the final message and this ensures unwanted access [3], [4]. The approach's importance is its advantages, like data integrity achieved through confirming that the data has not been altered in the process, which is crucial if trust is to be maintained. It also develops a mechanism that prevents an entity from denying the authenticity of its messages or documents and provides a secure channel for communication. Considering the complexity and advancement quantum technology provides to possible threat actors, cryptography also needs to evolve to meet these threats, and post-quantum cryptography is an algorithm that is designed in a way to secure the system against any quantum computer-based attack [1]. We first look at how quantum computing works before looking at the workings and capabilities of post-quantum cryptography. 
Quantum computing synopsis
Quantum mechanics are considered critical in governing the behavior of all physical phenomena, and even computers operate under this theory, but they are not quantum computers. A quantum computer would be one that is capable of exploiting a certain special transformation of its internal states. The laws of quantum mechanics allow this peculiar transformation to happen to understand carefully controlled conditions [5], [6]. Within the physical system, it is required to encode the individual logical bits such that there are no physical interactions that are not under the control of the program. All the interactions, even if they are considered irrelevant for classical systems, could have catastrophic disruption capability in quantum computers. This is due to the fundamental basis of the technology, which built on Landauer's observation that all information is, in the end, physical, and the information could be binary 1s and 0s as in classical computers, or it could be recorded through a physical system [7], [8]. 
This leads to the concept of quantum bit or qubit and the ability, as mentioned, to exist in the state of superposition, which plays a critical role in improving the processing power for specific tasks. Another critical principle in computing technology is entanglement, which is required to enable the qubits to be interconnected to allow one qubit to impact the other regardless of the distance between them [9], [10]. This is critical in improving the computational power and the error connection mechanism. The interference that is developed from the mechanism allows for amplifying the correct computational paths and deleting the incorrect ones, which improves the overall efficiency of the operation. From start to end, these computers are known to manipulate the qubits to perform computation, allowing leveraging the unique properties to process information in ways that traditional computers cannot [11], [12]. These systems need extremely low temperatures and isolation from all external environments to ensure there is no loss of quantum behavior or decoherence, which is extremely difficult. Resolving these issues would allow quantum computing to transform industries like cryptography, drug development, and optimization challenges, and over the years, studies and research have been focused on tackling and looking into different solutions while research also has been increased on the possible impact the quantum computing could have on cybersecurity specifically the cryptography. 
The threat of quantum computing 
One of the most popular and widely used encryption algorithms currently is Rivest, Shamir, Adleman (RSA). It is the backbone of the most well-known security infrastructure provided by companies like Nokia and Microsoft [13]. Advanced Encryption Standard, or AES, is employed to provide encryption on the client/server side, similar to web traffic [14], [15]. These algorithms are mathematically based and extremely complex, and the longer the key, the more challenging or difficult it becomes to crack the key and hence make the network more secure. The time taken to crack these algorithms is a lot, which makes them secure with current technologies. The most commonly used cryptography is 256-bit, which means it contains 256 1s and 02, and the quantum technology with its qubits would be capable of cracking an RSA algorithm that is 2048-bit encryption is just eight hours, which highlights the challenge and impact that quantum computer would have [16]. This is enabled by the difference in the use of qubits, which can exist in multiple stages at a given time, as mentioned before, which is also referred to as quantum parallelism, and this increases the speed with which the encryption can be decoded [17]. 
Most digital infrastructure uses the Secure Sockets Layer (SSL)/ Transport Level Security (TLS) protocol to provide security services that ensure authentication, integrity, and overall confidentiality of the service. The stack is said to be formed using a complex symmetric algorithm that undertakes encryption and generation of MAC codes . Quantum algorithms like Shor’s algorithm would be able to efficiently consider large integers and break the encryption as seen with RSA, which is often used in the key exchange under the protocol. The advancement observed with other algorithms like Grover is said to reduce the theoretical effectiveness of the keys by half, meaning that a 256-bit key would have the security of a 128-bit key. These highlight the critical challenge and why there is increasing research in the field to ensure better protection. 
The Shor’s Algorithm
Shor’s algorithm is said to be one of the most popular in quantum computing and was developed as early as 1994 by Peter Shor. The popularity of the model has been due to the ability of the algorithm to factor numbers exponentially faster than other algorithms while also being able to be used in different applications. Shor’s algorithm would work on factoring numbers where a random integer is selected, provided the integer is smaller than the number to be factored [18], [19], [20]. Let us consider a to be the number and N to be the co-prime. The next stage would be the heart of the algorithm, which focuses on finding the quantum period and is represented using the function [21]:
 mod N
The above equation uses the quantum Fourier transform, and period r is the smallest positive integer such that the ar =1 mod N. The number or period achieved is used in a way to figure out the factors of the target number, and the pattern found is said to focus on the special property of the numbers that you would be dealing with [21]. In a simple way, instead of using a single key to open a door, the algorithm allows us to quickly narrow down the possible keys that would work even without trying one by one. This algorithm is said to have three major components. The first of these is the classical computation followed by quantum, and in the end, there is classical computation against. In addition, the algorithm is said to have at least four subcomponents, and each of them is critical, with one being the phase estimation as it performs modular arithmetic and is responsible for finding the period of the number to be factored. The other critical subcomponent is the inverse QFT, which would take the quantum result from the modular arithmetic that would precede it and then transform it into classical information that could be retrieved from the quantum circuit by measurement. The capability provided and the working is a threat to existing RSA and other cryptosystems due to the powerful capability in reducing the time and exponential speed of decrypting, which leads to switching towards quantum-resistant algorithms. 
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Figure 1 Shorr's algorithm process [22]
Countering quantum threats
Over the years, many techniques under Post Quantum Cryptography (PQC) and Quantum cryptography have developed different cryptography techniques or algorithms that have improved the resistance to quantum threats.  PQC, unlike quantum cryptography, does not use any quantum properties based simply on mathematical problems. It focused on avoiding the use of integer factorization and discrete log problems for data encryption. One technique that has been used to counter the threats using PQC is the development of new algorithms using different approaches [23]. The code-based cryptography, for example, makes use of the theory of error-correcting codes and relies on the difficulty of decoding linear codes that would be randomly generated. McEliece's cryptosystem, developed in 1978, is said to be one of the first of this algorithm to be able to withstand cryptanalytic attacks, including quantum attacks [24]. The issue here, though, is that the key size is too large, which makes it hard for regular computing often. 
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Figure 2 NIST Round 3 Candidates [23]
An isogeny-based code, which is a non-constant map between the elliptic curves, could be represented in the form of polynomials, and this would be compatible with the addition of both curves such that images of the total of the two points from the first curve would equal to the sum of the entire image when it Is computed within the second curve [23]. The Advantage of this system is the smaller key size compared to the other methods, and its variation, like SIIDH, is a key exchange algorithm that improves quantum resistance [25], [26]. The work is based on each party receiving a private key, a secret integer, and the public key being computed based on their private key. The public key would be an elliptical curve developed based on the isogenies. The two parties would exchange their public keys, and then each would use their public keys together along with private keys, which would compute an isogeny to develop a new curve. The issue, thus, is that it is critical for both parties to follow the protocol correctly. 
Hash-based cryptography is another approach that uses functions that are mathematical algorithms that convert the input data into a fixed-size string of bytes. This would be primarily used in the creation of digital signatures [23]. The main security fundamental or principle relies on the collision resistance property of the hash function, which is said not to be weakened even under quantum computing. These keys, though, are said to have a larger signature size than their traditional counterparts. Of all the techniques, the most prominent and reliable has been identified is lattice-based cryptography, which is based on mathematical structures that would girds of points that extend infinitely in all directions. There could be a lot of points in the n-dimensional space that are developed using a linear combination of integer coefficients and have n linearly independent vectors [27], [28]. The vectors would be the base of the lattice, and the problem would require finding the point that has specific properties within the structure, like using a short vector problem or a closed vector problem. In the shortest vector problem, the goal would be identifying the non-zero vector in the lattice, which is not simple when the dimensions increase, and the possibility of identifying the shortest vector becomes increasingly challenging. Quantum computers are capable of solving problems that can be broken down into parallel computations as they are capable of processing multiple possibilities at the same time [29]. Lattice problems are high-dimensional spaces that have no simple path that can be identified using parallelism, and no algorithm has been found to reduce the complexity of this approach. Figure 2 provides a list of different algorithms that have been developed under the different schemes. 
Role of NSIT in Quantum-Resistant Cryptography
The National Institute of Standards and Technology (NIST) plays a critical role in developing and standardizing algorithms or technologies to improve quantum-resistance encryption, as they aim to protect digital infrastructure from the complexities and challenges presented by quantum technology. As the agency responsible for governing and guiding the best practices for cybersecurity, NIST is responsible for identifying future risks that could impact the people or corporation and taking measures to counter or mitigate the risks as it deems fit. Understanding the capabilities of the quantum protocols, the NIST initiated a project focused on developing PQC algorithms that would be immune to attacks from quantum computing threats. The goal was to develop different technologies or approaches that would help in improving and preserving the safety and integrity of digital infrastructure while ensuring smooth communication regardless of quantum technology development. In Figure 2, we have listed different approaches that have been developed, which are said to be a result of a multi-year global competition undertaken by NIST to find and standardize the quantum-resistant algorithms. In 2023, it was reported that of all the algorithms, four of them, each having different security protocols, had been chosen for standardization, and this was considered to be the first step towards ensuring safety from quantum threats. One of them was a public-key encapsulation technique, while the other three were digital signature schemes. 
CRYSTAL-Kyber
Key Encapsulation Mechanism (KEM) is said to be a three-algorithm mechanism where there is an algorithm for generating the key pair, an encapsulation algorithm that takes the public key to help with computing a session key and ciphertext, while the decapsulation algorithm takes the ciphertext and private key to develop a session key. Cryptographic Suite for Algebraic Lattices (CRYSTAL)- Kyber is based on lattice-based principles and also involves the hardness of the Learning with Errors (LWE) problem that helps to improve the security of key exchanges. The process would involve generating a pair of keys, with the private being held or remaining secret while the public key is shared. The keys are developed by manipulating the lattices in a way that would make them intertwined with the LWE problem. When the sender wants to establish a secure connection, they would use the public key and create a secret key or encapsulated key, which would allow them to use their private key in decapsulating it and recovering the secret key that would allow both parties to encrypt and decrypt messages which ensure security. Kyber is considered efficient as it does not use too many resources or bandwidth, and the key sizes are often optimized for performance, making it more suitable for many applications. 
CRYSTALS-Dilithium
This is another lattice-based approach, but it focuses on the digital signature, which is required for providing authenticity, integrity verification, and non-repudiation. This, too, works with LWE and its variants and would develop a pair of keys with private keys for signing documents and a public key to verify the signature. Due to the complexity of the lattice problem, it is not traceable, and it improves signature verification as well as flexibility in implementation.  In addition, the Dilithium samples often have uniform distribution, and this would avoid the over-complex and inefficient sampling from the Gaussian distribution. The modular structure is also said to help with polynomial multiplication, which is performed in a similar way regardless of the level of security that ensures easy switching between the levels [23]. 
FALCON
This is also a signature scheme that is based on the Gentry-Peikert0Vaikuntanathna (GPV) blueprint and makes use of lattice-based signature along with trapdoor functions. For one example, there are instances of developing NTRU lattices with an efficient Gaussian sampler that would develop a secure system when it is assumed that the SIS would be hard in the lattice sued. Falcon is developed in a way that all the calculations can be computed only using efficient Fourier-transform techniques [23]. This algorithm is said to be compact and efficient, and the chosen ring structure, as well as error distribution, helps in the process and partially cancels the negatives from the Gaussian error distortion, which is the reason for the improved performance. One of the drawbacks is the overall complexity involved in understanding the details of construction and implementation. 
SPHINCS+
This is the only hash-based algorithm that has been selected, and it integrated the techniques with other layers of cryptographic techniques that improve security and efficiency. A pair of keys would be generated using the algorithm, and the private key is considered to be the random seed from which the other components of the signature scheme would be derived using a secure hash function [23]. This ensures that backward calculation is not possible. When signing a message, the private key is used to create a unique signature for the message, and it involves creating a one-time signature and then linking it back to the public key through various trees and intermediate keys, which would show that the individual has the key without revealing it. To verify the signature, the verified would send the public key, and the signature would confirm that the message was signed with the corresponding private key. One of the main disadvantages of this would be the size of the signatures and computational overhead, which is common for hash-based methods. 
The four chosen algorithms highlight the groundwork done by NIST in promoting PQC and working towards shifting from existing algorithms to systems resistant to quantum computing and its capabilities. To ensure security and advancement, NIST needs to keep emphasizing and working on developing more measures and technological advancements that improve the capabilities and simplify the complexities of the four solutions that were designed. 
Digital Safety in Quantum World
With the growing complexity and challenges presented by quantum computing, the increased focus has led to radical changes in digital security. We have explored the need for new encryption techniques as a result of the complications presented by quantum computing to existing methods, and PQC is just one of the available techniques. Quantum computing-based activities like Quantum Key Distribution (QKD) are considered novel and cutting-edge technologies that would help improve resilience. The QKD based on quantum mechanics can provide a level of security that is theoretically invulnerable to computational and technological advancements, including the advancements in quantum computing [30]. The core principle includes superposition, entanglement, and no-cloning theorem. The theorem is said to state that it would be impossible to create an identical copy of a quantum state that is unknown. These three principles have led to the development of different security protocols like BB84 and E91. Due to its capabilities, the technology has been found to be used more in governmental communication and banking transactions, but the technology still has its limitations due to the photon loss observed in optical fiber. 
While the advancements have been rapid, there is an increasing focus on research on developing more quantum-safe encryption techniques, all of which focus on ensuring their ability to withstand the computational power of quantum machines. The PQC-based algorithms are the most promising, but there is also the use of mathematical puzzles that are unsolvable by quantum computers, which allows different ways of data security. The development, though, is not just limited to software or algorithms, as hardware-based solutions like quantum random number generators have been explored to increase the unpredictability of the system. They are based on fundamental indeterministic quantum events that would help ensure unpredictability and use measurement of the system in superposition, entanglement, and photon arrival time to generate the random number. 
The technologies are still relatively new, and many challenges hinder the shift to quantum-resistant technologies. These challenges would include the lack of integration with current infrastructure, the lack of standardization, and the algorithmic deployment design. Often, there is a trade-off between performance and security, which needs to be carefully considered, and the new techniques must be effective with minimal negative impact that could impact the system's performance and ensure its security against quantum assaults.  
Advancements in Quantum-safe Encryption
The idea is developed based on the current or recent methods that have been developed to create a safe information flow that does not require the trust of a third party like that seen with quantum concurrent signatures. Even in situations where the participants are known to show a great level of mistrust, the novel procedures are capable of ensuring that communication is secure and fair. Thanks to technological advancement, digital signatures are now able to be exchanged in such a way that they maintain their provisional character until important details regarding the transaction are revealed. This is said to provide evidence of the capability and impartial intent of the technology. Quantum-safe encryption or security is a type of approach that is able to withstand all challenges posed by quantum computing, and at the same time, it does provide a model that shows how digital safety will be transformed in the future. 
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Figure 3 Quantum Computing Security Opportunities
Practical Use
PQC has made significant progress in securing digital communication, data storage, and online transactions from possible quantum attacks due to the existing systems' inability to protect against computing capabilities under quantum mechanisms. Moving away from the existing tactics or mathematical approaches and taking a more sophisticated mathematical approach, the PQC is able to fortify digital security and also ensure that the encrypted information remains confidential and tamper-proof. While quantum technology is still in its development phase, the threat of the possibility of the technology being used for attacks has led to the need to develop technologies that could counter quantum computing capabilities, and NIST has led this transition, which has allowed for developing critical communication networks that are safe from eavesdropping and interception. This is critical for diplomatic exchange, corporate communication, and the military, where sensitive information needs to remain secure. PQC-based digital signatures could help ensure the documents remain verifiable, tamper-proof, and authentic. The Finance sector would significantly benefit from the technology as it would improve the security of online transactions and can even be used in the voting process. The advancement in the field would lead to additional applications and capabilities that would help challenge the threats posed by the traditional and quantum computing environment in the future. 
The role of various companies in quantum research
IBM
Over the years, IBM has been a leader in the field of research in quantum computing and has a critical role to play in advancing both quantum computing and PQC. Their contribution, though, is not limited to just theoretical research but is focused on the development of practical tools and platforms that would help with PQC development. Over the years, IBM has been responsible for developing many algorithms, such as CRYSTALS-Kyber, one of the finalists in the NIST campaign to develop PQC algorithms [31]. In fact, all four finalists discussed in the paper have been developed by IBM researchers or have made significant contributions to the development of the technology [32]. IBM understands the threats posed by quantum computing and has been at the forefront of global efforts in standardizing cryptography and working with industry leaders for standard development. 
Another major contribution is the Qiskit SDK, an open-source platform made available by IBM that focuses on developing quantum algorithms, research, and execution. The tool comes with a set of basic primitives and additional functionalities, such as similar applications that allow for using different tests to develop algorithms based on new standards [33], [34]. In PQC, the SDK could help simulate quantum attacks on cryptographic protocols, which would help test the resilience of the developed algorithm and explore the integration of different methods. Technology and IBM have ensured democratization and access to all through developing and keeping the technology open source, which has been critical in advancing our preparedness for changes or transformation. 
Google
Google, too, has been focused on quantum computing and, over the years, has developed and invested considerably in technology, including partnerships with universities and corporations, to advance the technology [35], [36]. Google is said to have achieved the milestone of Quantum Supremacy in 2019, which indicated that quantum computers are able to perform tasks faster than existing supercomputers [37]. The company also played a critical role in exploring Shorr’s algorithm for factoring large numbers that were able to highlight the vulnerabilities of the existing methods. 
One tool that Google is famous for is the open-source library known as Cirq, which allows for designing, simulating, and running quantum circuits on simulators and quantum computers. It was developed to allow researchers and developers to work with quantum processors and provide them with the tools that would allow for easy design and simulation and test the capability of new algorithms under quantum swarm attacks under real-world scenarios that ensure their ability and use in the applications. Studies have used Cirq and Qiskit to develop new algorithms and test them under PQC requirements, highlighting the importance of the two tools.  [38]. 
Another tool is Tensor Flow Quantum, which was built in collaboration with  Tensor Flow, with the aim of bridging the gap between machine learning and quantum computing. Using this tool provides a researcher with sufficient tools that would help to construct, train, and simulate quantum machine learning models, and it also helps in testing their capability for different applications and possibilities  [39]. The system is critical as it helps manipulate the quantum data under different scenarios, which highlights how machine learning models could act in different situations and thus develop new algorithms under PQC to ensure better safety and protection. 
Microsoft
Microsoft has been a pioneer in data security from the beginning due to its operating systems and cloud servers, and the company, with advancements in technology, also played a critical role in making significant contributions towards the growth of PQC. The company focused its work on ensuring that the protocols that exist are in line with the requirements of the changing landscape and work efficiently together, which led to the development of tools like PQC VPN, which is said to be an adaptation of traditional VPN technologies that encrypt and secure data transmission over the network which has been one of the many tools that are quantum-safe under VPNs. Another tool would be the modification of the Transport Layer Security (TLS) protocol to accommodate the PQC requirements with the help of the OpenSSL development platform, which allows for smoother integration of the algorithms into the existing infrastructure. Last but not least is the Post-quantum SSH, which is a secure shell that is a network protocol for operating the network services more securely across unsecured networks. The development of the SSH based on PQC would involve using the integration of the algorithm into the protocol as a way of protecting the threats. 
Juniper
Often, work has been done to integrate PQC with QKD, which would ensure the best of the two worlds. One such work is that of the Juniper Network solution, which has led to the development of Quantum-safe IPsec VPNs that work on both PQC and QKD in which the former provides the algorithms that are resistant to the computing attacks, which is critical for the integrity and safety of the data. On the other hand, the latter is said to provide a secure method for exchanging cryptographic keys, which can use quantum mechanics to detect any attempt of possible interception. The main reason for the capability of using QKD with PQC is because, unlike other quantum computing, QKD does not require high process capability as required for quantum computing cryptography, but it does use the principles of quantum mechanics. The security of QKD is based on the fundamental principles of quantum physics, and these principles are critical in providing the required security that is immune to computation hacking. That said, to use the system, modification would be needed at the endpoints of existing optical fiber communication [40]. 
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Figure 4 Safe IPsec VPNs [41]
Future innovation and critical investments
The majority of the tech leaders understand that PQC is critical to answering the quantity challenge of quantum computing that might cause significant disruption similar to Y2K with its introduction. The capabilities presented by PQC have been critical in ensuring the safety of data before the onset of quantum computing, which would be able to crack the current cryptographic methods [42]. The increasing concerns about security have also led to an increase in investment by different countries. Some countries like the US and China are focused on preparing themselves to protect the data [43]. This has made significant investments in the field and the development of a new set of protocols and algorithms using the PQC concept. The interest and potential have also led to increased investment from countries across the world, including the Middle East. KAUST and Zapata Computing Inc., which is a leading software company that allows NISQ-based quantum applications, are focused on working together to examine how quantum computing can simulate and optimize the aerodynamic design process of automobiles [44]. This is said to help save time in the process, enable better design, and provide more applications for quantum computing. In addition, it was observed that Saudi Aramco Wa’ed ventures had invested around $100 million in PASQAL, which is a quantum computer start-up company. These showcase the growing interest and growing investment in the field that would certainly accelerate the development and growth of the technology. 
Conclusion
The emergence and continuous advancements of quantum computing are said to be critical catalysts for the accelerated development and implementation of PQC. As investment in the field grows, as well as research, it highlights the pressing need to develop more quantum-resilient systems to ensure that the technology would not disrupt or cause havoc. The current algorithm or cryptographic techniques, which are based on mathematical problems, are said to be simple for quantum computers to decipher, reducing their capability, and this has led to the development which NIST has spearheaded in developing new PQC algorithms that rethink the security and encryption focused on a complex mathematical problem that quantum computers cannot solve by exploiting the existing flaws or it quantum principles which is a double-edged sword. The new algorithms based on lattice-based coding have allowed significant safety and contributed to new applications. The research also saw that IBM, Google, and other companies are working effectively in developing the technologies for quantum computing and PQC. Often, companies like Juniper look to integrate the PQC with Quantum solutions like QKD to develop safe and secure solutions for current use. Overall, we can say PQC would help mitigate the threat posed by quantum computing, but the disruption caused by the change might not be minimal. 
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